
ItinerX™

ItinerX™ is a feature rich secure data mobility system for protecting

sensitive and proprietary information. ItinerX™ utilizes standard

removable storage media,custom client and server

software, and the internet to provide totally

secured data mobility and backup.

INFORMATION SECURITY SYSTEMS DIVIS ION

INFORMATION PROTECTION

• SOFTWARE CRYPTOGRAPHY PROVIDING ALGORITHM

AGILITY

• ENCRYPTED DATA STORED ON REMOVABLE MEDIA AND

REMOTE SERVER

• ON-DEVICE CERTIFICATES

• ON-DEVICE, MULTI-FACTOR ACCESS CONTROL: STRONG

PASSWORD, PASSFACES™*, BIOMETRIC, …

• ON-DEVICE SECURE KEY AND PASSWORD STORAGE

• ON-DEVICE FILE SCAN FOR REMOVAL OF VIRUS, SPYWARE

AND TEMPORARY FILES

ENTERPRISE SERVICES & INTEROPERABILITY

• CERTIFICATE ISSUANCE AND REVOCATION

• CENTRALIZED KEY RECOVERY FOR LOST OR STOLEN

ITINERX™

• FILE RECOVERY FOR FILES ON LOST ITINERX™

• AUTOMATED ENCRYPTED DATA BACK-UP ON ENTERPRISE

SERVER

ACCOUNTABILITY

• EVENT LOGGING FOR TRACEABILITY AND RECORDS

TRACKING

• AUDITING FOR COMPLIANCE WITH ORGANIZATIONAL

POLICIES

AUTHENTICATION

• PKI BASED AUTHENTICATION

• LDAP SERVER FOR DIRECTORY SERVICES

INFORMATION MOBILITY

• ENCRYPTED FILE SYNCHRONIZATION TO ENTERPRISE

SERVER(S)

• TRANSPORT OF ENCRYPTED INFORMATION

• SECURE FILE SHARING WITHIN ITINERX™

• SECURE REMOTE ACCESS TO SERVER-BASED

APPLICATIONS

• ON-LINE PROVISIONING
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SPECIFICATIONS

ITINERX™

• FILE COMPRESSION

• MODULAR CRYPTO ALGORITHMS

- AES
- OTHERS AVAILABLE

• ONBOARD SYNC & TERMINAL

APPLICATIONS

HOST

• WINDOWS 2000 AND XP

• WINDOWS TERMINAL SERVICES

• NO SOFTWARE INSTALLATION

REQUIRED

SERVER

• WINDOWS 2000 PROFESSIONAL

• WEB SERVICES

• OPEN SSL

• OPEN LDAP

EXPANDED CAPABILITIES

• AUTHENTICATION TOKEN

OPTIONS

- “SECURE ID” CARD

- GOVERNMENT CAC CARD

• PURSUING FIPS 140-2 
CERTIFICATION

• ENCRYPTED EMAIL

• CERTIFICATE INTEGRATION INTO

E-MAIL CLIENTS

• POST FILES TO A GROUPWARE

SITE

• SUPPORT NEEDS-BASED

ACCESS CONTROL

Secure storage, transport and use of sensitive data is critical throughout
government and industry. ItinerX™ provides an easy and cost effective
solution for any environment, including:

• Defense • Homeland Security

• Medical (HIPAA) • Research & Development

• Legal • Law Enforcement

• Corporate • Diplomatic

Enterprise Server(s)

OfficeRemote

On-Line SoftwareOn-Line Software
Provisioning &Provisioning &
PKI CertificatesPKI Certificates

On-Line Software
Provisioning &
PKI Certificates

Encrypted DataEncrypted Data
Storage/RecoveryStorage/Recovery

Encrypted Data
Storage/Recovery

Encrypted DataEncrypted Data
Storage/RecoveryStorage/Recovery

Encrypted Data
Storage/Recovery

Secure Transport

“Protecting Information in Motion”

Features
• Access Control
• Authentication
• Encryption
• Audit Logging
• Key Recovery
• Digital Signature
• Data Compression
• Secure File Exchange

• Virus Protection/updates
• Spyware Protection/updates
• Data Storage and Recovery
• Security Policy Enforcement
• Temporary File Removal
• On-line Secure Provisioning
• PKI Certificate Infrastructure
• Information Synchronization 

Patent Pending

* PASSFACES™ – Trademark of Real User Corp.

“Protecting Information in Motion”

 


